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ABSTRACT:
This talk will focus on a first principles approach for designing online tests to minimize 
cheating using probability theory. First, the context of this problem will be given (i.e. the type 
of assessments and cheating considered). Second, the two metrics for measuring cheating 
in this context, “integrity” and “reliability”, will be defined. Third, quantitative formulas for 
both metrics will be derived from probability theory. The results will be used to offer some 
“best practices” guidelines for designing tests that are guaranteed (on average) to achieve 
specified levels of integrity and reliability.
One consequence of this analysis has been some interesting discoveries regarding the 
hypergeometric function, a notoriously difficult distribution to work with theoretically. Some 
conjectures will be posed for a special case of the hypergeometric distribution.
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